A Puzzling Story to Help Explain the Roots of Cryptography
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Seeing his twin sister return from school, Benji couldn’t contain his excitement as the door opened.  

“Hey Katherine, how was your first day of Cryptography 101?”  He asked.

“Great, I never knew how much past encryption methods have influenced what we do today, particularly regarding security and the internet.”  Katherine replied.  

“Really?  I want to hear more!  But first, I’ve got a puzzle for you.  I’ve been working on it all afternoon and I want to see if you can crack it now that you’ve had a class on Cryptography.”  Benji handed Katherine a note with a string of letters scribbled in periwinkle crayon:

PK  BEJZ  PDA  PNAWOQNA  HKKG  XADEJZ  SEHHEWI  XNASOPAN  DWHH

Benji continued, “While you were in class, I read that Julius Caesar was one of the first to use it to encrypt messages to his generals.  And if you want a hint, I’d thought I’d encrypt a message using a similar method, but it will be helpful to know on what day I was born.”
“Wow!” Katherine was surprised. “We did learn about Caesar today.  He used a simple substitution cipher – replacing each letter of his message with another.  And he had a pattern or a shift of 3 in all of his messages.  Each letter in his message was replaced with the one that occurs three later in the alphabet.  All A’s became D’s.  All B’s became E’s and so on.  And it kinda wrapped around so that Z’s became C’s.”  Thinking about her own birthday for a moment, Katherine smiled when she realized that she was able to decode Benji’s message.  After she had sat down to work it out, she reread her decoded message a few times and shot her twin brother a quizzical look.  “I’m pretty sure that I decrypted it correctly, but I’m not 100% sure where to look.”
Benji smiled. “Good.  I know how you love puzzles, so I buried one of dad’s $20 bills at a secret location.  I hope you can figure it out before someone else finds it.  I wrapped the bill around a tent stake and stuck it in the ground on campus.  It is hidden in plain sight so anyone might find it. 
“That’s funny!” Katherine laughed. “We must have been thinking the same thing!  I hid another one of dad’s $20 bills on campus before I left as well.  I was working on a puzzle for you during class – the message isn’t as cryptic as yours, but at least if you are able to decode it you will know the precise location where I have hidden my tent stake.  Here’s what I have so far.”  She handed Benji a piece of paper with a series of letters written using her favorite colored crayon from her vintage 1950 Crayola 48 pack.  
EOBD  SROEAMY  SBVR  FEGXRF  GOEMH  BY  TUX  BREL
“And if you want another hint, you might want to look up what a Vigenere cipher is.  I learned that it was used heavily by the Confederate States during the Civil War, but was frequently broken by the Union, helping them turn the tide of the war.  It is like the Caesar-esque substitution cipher that you gave me, but uses a key word instead of a key letter to encode the phrase.  For example, you can encrypt the phrase, COLORISTHEKEY, with the key word, DOG, by thinking of each letter algebraically.  Assign each letter A-Z an integer 0-25.  Then add the phrases together (modulo 26), repeating your keyword as often as necessary to get FCRRFOVHNHYKB.”
   COLOR    IS     THE   KEY
+ DOGDO  GD   OGD  OGD
    FCRRF   OV   HNH   YKB
Benji smiled and replied “Very cool, Katherine.  I’ll get working on it right away.  I’m pretty sure I can figure out your key quickly.  Good luck finding my hidden treasure.”

***A note to all treasure hunters***
The money is real. Both bills(tent stakes) are hidden on campus in plain sight, no digging is necessary. Happy hunting – Katherine & Benjamin’s Dad (who is still looking for his wallet)
